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LI 


36 


(sql or (structured adj query adj 
language)) and (relational near 
database$l) and ((generat$4 or 
output$4 or send$3) near2 
report$l) and 707/9.ccls. 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 17:48 


12 


4 


(sql or (structured adj query adj 
language)) and (relational near 
database$l) and ((generat$4 or 
output$4 or send$3) near2 
report$l) and ((harden$3 or 
shutting) near database$l) 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 17:42 


L3 


256 


(sql or (structured adj query adj 
language)) and (relational near 
database$l) and ((generat$4 or 
output$4 or send$3) near2 
report$l) and ((impos$3 or 
implement$3) with database$l with 
(rule$l or access$3 or level$l or 
polic$3)) 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 17:50 


L4 


257 


(sql or (structured adj query adj 
language)) and (relational near 
database$l) and ((generat$4 or 
output$4 or send$3) near2 
report$l) and ((impos$3 or 
implement$3) with database$l with 
(rule$l or access$3 or level$l or 
polic$3 or privilege$l)) 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 17:51 


L5 


0 


(sql or (structured adj query adj, 
language)) and (relational near 
database$l) and ((generat$4 or 
output$4 or send$3) near2 
report$l) and ((impos$3 or 
implement$3) with database$l with 
(rule$l or access$3 or level$l or 
polic$3 or privilege$l) with strict$2) 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 17:51 


L9 


0 


(sql or (structured adj query adj 
language)) and (relational near 
database$l) and ((generat$4 or 
output$4 or send$3) near2 
report$l) and ((impos$3 or 
implement$3) with database$l with 
(rule$l or access$3 or level$l or 
polic$3 or privilege$l) with 
restricting) 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 17:52 
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L10 


10 


(sql or (structured adj query adj 
language)) and (relational near 
database$l) and ((generat$4 or 
output$4 or send$3) near2 
report$l) and ((impos$3 or 
implement$3) with database$l with 
(rule$l or access$3 or level$l or 
polic$3 or privilege$l)) and 707/9. 
eels. 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 17:55 


Lll 


5 


(sql or (structured adj query adj 
language)) and (relational near 
database$l) and ((generat$4 or 
output$4 or send$3) near2 
report$l) and ((block$3 or 
restrict$3) near (access$2) near2 
database$l) 


US-PGPUB; 

i irn a t 

USPAT 


OR 


OFF 


2006/08/18 17:57 


L12 


7 


(sql or (structured adj query adj 
language)) and (relational near 
database$l) and ((generat$4 or 
output$4 or send$3) near2 
report$l) and ((block$3 or 
restrict$3) with (access$2) with 
database$l with (sql or (structured 
adj query adj language))) 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 18:01 


L13 


29 


(sql or (structured adj query adj 
language)) and (relational near 
database$l) and ((block$3 or 
restrict$3) with (access$2) with 
database$l with (sql or (structured 
adj query adj language))) 


i tc r\/** r^i in . 

US-PGPUB; 
USPAT 


OR 


OFF 


innc/AO/10 in,/vi 
ZOOo/Uo/lo 10.U4 


L14 


22 


13 not 12 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 18:01 


L15 


184 


(sql or (structured adj query adj 
language)) and (relational near 
database$l) and 707/9.ccls. 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 18:05 


L16 


78 


(sql or (structured adj query adj 
language)) with (relational near 
database$l) and 707/9.ccls. 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 18:06 


L17 


10 


(sql or (structured adj query adj 
language)) with (relational near 
database$l) and 707/9.ccls. and 
(intru$4 or attack$l) 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 18:27 


L18 


2 


707/9.ccls. and (third near party 
near report$l) 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 18:28 


SI 


0 


"929094.apn" 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 11:54 


S2 


2 


n 838904'\apn. 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 11:52 
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S3 


2 


"929094".apn. 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 11:53 


S4 


2 


(("7007301") or ("6314409")).PN. 


USPAT; 
USOCR 


OR 


OFF 


2006/08/17 11:58 


S5 


2318 


compar$3 with access$3 with 
database$l 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 12:17 


S6 


1 


S5 same (authori$3 with access$3) 
same (actual$2 with access$3) 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 12:19 


S7 


201 


S5 and ((adjust$3 or modif$4 or 
harden$3) near3 database$2) 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 12:21 


S8 


22 


S5 and ((adjust$3 or modif$4 or 
harden$3) with authori$7 with 
database$2) 


US-PGPUB; 
USPAT 


OR 


OFF v 


2006/08/17 13:07 


S9 


2186 


actual near access$2 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 14:02 


S10 


89 


S9 with database$l 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 14:03 


Sll 


13 


S10 and (authoriz$2 near access$2) 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 14:13 


S12 


401 


(adjust$3 or modify$3 or chang$3) 
near2 access$3 near2 database$l 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 14:16 


S13 


586 


(observ$3 or monitor$3 or track$3 
or log$4 or record$3) near access$3 
near database$l 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 14:17 


S14 


7 


S12 and S13 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 14:19 


S15 


67 


(monitor$3 or track$3 or record$3 
or audit$3) near user$l near 
(access$2 or action$l or 
command$l or operation$l) near2 
database$l 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 17:27 


S16 


o 


(adjust$3 or chang$3 or modify$3) 
near2 control near2 setting$l near 
database$l 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 14:55 


S17 


175 


(adjust$5 or chang$3 or modify$3) 
with control with setting$l with 
database$l 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 17:20 


S18 


8 


S17 and (author$8 near access$3) 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 17:00 


S19 


1 


adjust$5 near (access$2 or 
privilege$l or level$l) near 
database$l 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 17:19 


S20 


985 


(adjust$5 or chang$3 or modify$3 
or updat$3) near2 (access$2 or 
privilege$l) near2 database$l 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 17:20 
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S21 


239 


(monitor$3 or track$3 or record$3 
or audit$3) near2 user$l near2 
(access$2 or action$l or 
command$l or operation$l) near2 
database$l 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 17:27 


S22 


15 


S20 and S21 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 17:40 


S23 


213 


(adjust$3 or chang$3 or updat$3 or 
revok$3) near2 (user$l near 
privilege$l) 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 17:41 


S24 


38 


S23 same (database$l) 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/17 17:42 


S25 


114 


(adjust$3 or revok$3 or chang$3 or 
updat$3) near2 (user adj 
privilege$l) 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 11:42 


S26 


1728 


database$l near (protection of 
security) 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 11:42 


S27 


700 


(monitor$3 or track$3 or observ$3) 
near2 database$l near2 (access$3 
or updat$3) 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 11:43 


S28 


33 


S26 and S27 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 11:44 


S29 


1753 


sniffer$l 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 11:45 


S30 


79 


S29 and "707 M .clas. 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 11:45 


S31 


48 


database$l near (intruder$l or 
intrusion$l) 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 14:47 


S32 


160 


automatic$4 with (harden$3 or 
restrict$3 or impos$3) with 
database$l 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 14:48 


S33 


40 


S32 and (sql or (structured adj 
query adj language)) 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 15:02 


S34 


2667 


(deny$3 or revok$3 or restrict$3 or 
(chang$3 near2 authorit$3)) near2 
(access$3 or authori$6 or 
permission$l) same database$l 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 15:17 




1188 


fdenv$3 or revok$3 or restricts or 
(chang$3 near2 authorit$3)) near2 
(access$3 or authori$6 or 
permission$l) with database$l 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 16:12 


S36 


0 


S35 with "not" 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 16:00 


S37 


104 


S35 and 707/9.ccls. 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 16:07 
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S38 


303 


(deny$3 or revok$3) near2 
(access$3 or authori$6 or 
permission$l) with database$l 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 16:13 


S39 


25 


S38 and 707/9.ccls. 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 16:17 


S40 


16016 


(fault$l or improper$l or forget$4 
or misuse) with user 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 16:19 


S41 


52 


S40 and 707/9.ccls. 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 16:23 


S42 


12 


preconfigur$5 with authori$5 with 
user$l 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 16:25 


S43 


64 


preconfigur$5 with access$3 with 
user$l 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 17:36 


S44 


2 


S43 and S35 


US-PGPUB; 
USPAT 


OR 


OFF 


2006/08/18 16:26 
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